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Abstract- As cyber threats continue to evolve in scale and sophistication, the role of
Intrusion Detection Systems (IDS) has become increasingly crucial for protecting network
environments. However, the effectiveness of IDS heavily depends on identifying and
utilizing the most relevant features for accurate detection and classification. This study
explores the optimization of IDS performance through targeted feature selection and
advanced machine learning techniques, using two benchmark datasets: NSL-KDD and
CICIDS 2018, the latter developed by the University of New Brunswick to support modern
DDoS analysis. The primary objectives of this research are: (1) to identify and extract critical
features corresponding to each attack category—Denial of Service (DoS), Probe, User to
Root (U2R), and Remote to Local (R2L); (2) to design and implement a robust hybrid model
based on eXtreme Gradient Boosting (XGBoost) to enhance detection performance; and (3)
to evaluate the proposed model against established classifiers using key performance metrics.
Several classification algorithms were employed, including Logistic Regression (LR), Naive
Bayes (NB), Decision Tree (DT), AdaBoost (AB), Random Forest (RF), K-Nearest Neighbor
(KNN), and Support Vector Machine (SVM). Experimental results demonstrated high
detection accuracy across all models, with KNN, DT, and SVM achieving accuracies
between 97% and 98.7%, Naive Bayes and AdaBoost reaching up to 98.9%, and Random
Forest performing exceptionally well with 99.9% accuracy. The integration of XGBoost
further enhanced overall classification reliability, yielding a near-perfect accuracy of 100%.

Keywords- Intrusion Detection System (IDS), Cyber Attack Classification, XGBoost,
Precision and Accuracy.

1. Introduction

In the current era of rapid digital transformation, the internet has become an essential
backbone for communication, commerce, governance, and critical infrastructure. As a result,
organizations and individuals rely heavily on the security and integrity of their networks and
data systems. However, this increased dependency has also made networks prime targets for
malicious cyber actors. The frequency, scale, and sophistication of cyber attacks are growing
exponentially, ranging from simple phishing attempts to highly complex Advanced Persistent
Threats (APTs) and Distributed Denial of Service (DDoS) attacks [1], [10], [15]. These
threats not only compromise sensitive data but can also severely disrupt services and result in
significant financial and reputational damage.
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To safeguard network environments, Intrusion Detection Systems (IDS) have emerged as a
fundamental component of modern cybersecurity architecture. An IDS is designed to monitor
network traffic for suspicious patterns and behaviors, issuing alerts or initiating defense
mechanisms when potential threats are detected [3]. IDS can be broadly categorized into
signature-based detection, which relies on known patterns of attacks, and anomaly-based
detection, which focuses on identifying deviations from normal behavior. While signature-
based IDS are efficient at detecting known threats, they fall short when confronted with zero-
day attacks or novel intrusion techniques [10], [26]. Anomaly-based systems, on the other
hand, offer better detection capabilities for previously unseen attacks but often suffer from
higher false positive rates [9], [19].

The effectiveness of IDS largely hinges on their ability to accurately detect and classify a
wide range of cyber threats [2]. bias classifiers towards benign predictions, leading to poor
detection of rare but critical attack categories such as U2R (User to Root) and R2L (Remote
to Local) [2], [12].

Moreover, many IDS models are trained on outdated or unrealistic datasets that do not reflect
the complexity and diversity of contemporary attack patterns. While NSL-KDD remains a
widely used benchmark dataset that improves upon its predecessor KDD'99 by eliminating
redundant records [6], [27], it still lacks some modern attack vectors. In contrast, the CICIDS
2018 dataset, developed by the Canadian Institute for Cybersecurity at the University of New
Brunswick, provides a more comprehensive representation of current threats including
botnets, brute-force attacks, and DDoS activities [24].
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Figure 1. Real-Time Cyber Attack Detection and Response Flow in Intrusion Detection
Systems (IDS)

This above Figure 1 represents a systematic approach for detecting and responding to cyber
attacks using real-time data monitoring and machine learning. The process begins with
continuous data collection from network activities, followed by applying feature selection
techniques to extract relevant indicators for different attack types (DoS, Probe, U2R, R2L).
Machine learning models like XGBoost, Decision Trees, and Naive Bayes are used to predict
potential intrusions. If threats are detected, alerts are generated, and appropriate actions are
taken by the security system or administrators. This loop ensures continuous protection and
improvement of the IDS.

To address the above challenges, feature selection has emerged as a critical preprocessing
step in IDS development. Feature selection algorithms aim to identify the most informative
and discriminative attributes in the dataset, thereby reducing dimensionality, improving
model interpretability, and enhancing classification performance [4], [5], [13]. By discarding
noisy or irrelevant features, IDS models can achieve faster training times and greater
robustness against overfitting. In the context of cyber attack classification, selecting
appropriate features for each attack category (DoS, Probe, U2R, R2L) is essential for
balanced and accurate detection.

Recent advancements in ensemble learning techniques, such as eXtreme Gradient Boosting
(XGBoost), have demonstrated superior performance in classification tasks involving
complex and heterogeneous data [8], [11]. XGBoost is an optimized gradient-boosting
algorithm that excels in speed and accuracy by employing parallel tree boosting and
regularization mechanisms. Its ability to handle missing data, incorporate feature importance
metrics, and reduce bias makes it an ideal candidate for building robust IDS frameworks [3],
[20].

e In this research, we investigate the application of feature selection and ensemble
learning methods to improve the detection accuracy and overall efficiency of IDS.
Specifically, our study focuses on the following objectives:

e To extract and evaluate key features corresponding to each attack type (DoS, Probe,
U2R, R2L) in the NSL-KDD and CICIDS 2018 datasets using feature selection
algorithms and importance ranking.

e To design and implement a hybrid classification model using XGBoost, with the aim
of enhancing precision, recall, and F1-score across diverse attack types.

To benchmark the proposed model against a suite of conventional classifiers, including
Logistic Regression (LR), Naive Bayes (NB), Decision Tree (DT), AdaBoost (AB), Random
Forest (RF), K-Nearest Neighbor (KNN), and Support Vector Machine (SVM), using
performance metrics such as accuracy, precision, recall, and computational efficiency [5].
The methodology involves preprocessing two widely used benchmark datasets: NSL-KDD
and CICIDS 2018. NSL-KDD is particularly useful for evaluating basic IDS concepts and
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attack types, whereas CICIDS 2018 reflects realistic traffic and up-to-date attack vectors
including HTTP DoS and Heartbleed exploits. We apply various feature selection methods to
reduce dimensionality and isolate critical features [29]. Then, multiple classifiers are trained
and evaluated under different training/testing splits. Special emphasis is placed on measuring
how these models perform in detecting rare but impactful attack categories.

2.Datasets and Features Selection

In this research analyzing cyber attacks and optimizing performance metrics through feature
selection in intrusion detection systems, two prominent datasets—NSL-KDD and
CICIDS2018—have been employed to thoroughly evaluate the effectiveness of feature
selection techniques in enhancing intrusion detection systems (IDS). The NSL-KDD dataset
(https://www.kaggle.com/datasets/hassan06/nslkdd) is a refined version of the KDD'99
dataset, developed to address its major shortcomings such as duplicate entries and
imbalanced class distributions. It consists of network traffic records, each described by 41
features covering protocol types, service types, connection duration, and various flow
statistics. Each record is labeled as either normal or an attack type, classified under four main
categories: Denial of Service (DoS), Probe, Remote to Local (R2L), and User to Root (U2R).
NSL-KDD is divided into structured training and testing sets, offering a balanced and clean
benchmark ideal for testing machine learning algorithms and feature selection strategies in
IDS.

In contrast, the CICIDS2018 dataset https://www.kaggle.com/datasets/solarmainframe/ids-
intrusion-csv) was developed by the Canadian Institute for Cybersecurity at the University of
New Brunswick to provide a more realistic and comprehensive view of modern cyber threats.
Unlike NSL-KDD, it captures real-world traffic collected throughout 2018, including
sophisticated DDoS, Brute Force, Botnet, Port Scan, and Web attacks. The dataset comprises
80 features, encompassing both forward and backward traffic flows such as flow duration,
protocol type, packet counts, and byte transfer rates. Its key field, the Label column, indicates
whether a connection is normal or malicious. However, the data is inherently unbalanced,
requiring careful preprocessing to prepare it for effective machine learning use.

3. Feature Selection

In this research, various feature selection techniques have been employed to enhance the
performance of machine learning algorithms in intrusion detection systems (IDS) using the
NSL-KDD and CICIDS2018 datasets. In the context of intrusion detection systems (IDS),
applying appropriate feature selection techniques is essential for improving model accuracy,
reducing overfitting, and optimizing computational efficiency—especially when dealing with
high-dimensional datasets like NSL-KDD and CICIDS2018. Each dataset presents unique
characteristics that demand tailored feature selection strategies. For instance, the NSL-KDD
dataset, with 41 features including both categorical and numerical attributes, benefits from
techniques such as LASSO Regression, Mutual Information, Chi-Square Test, and Recursive
Feature Elimination (RFE). These methods are particularly effective in identifying and
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preserving features that are highly relevant for classifying traditional attack types (DoS,
Probe, U2R, R2L), while eliminating redundancy and noise.

Technique Type Description Use in IDS Recommended Reason
Datasets
LASSO Filter / Adds L1 Useful for selecting NSL-KDD, Handles sparsity;
Regression Embedded regularization to top predictors by CICIDS2018 good for high-
shrink irrelevant enforcing sparsity in dimensional or noisy
features to zero. high-dimensional data.
data.
PCA (Principal Dimensionality  Projects data onto Reduces correlated CICIDS2018 Ideal for reducing
Component Reduction lower-dimensional features and noise, 80+ continuous
Analysis) space capturing commonly used in features to principal
maximum variance. CICIDS2018. components.
Mutual Filter Measures the Identifies nonlinear NSL-KDD, Versatile for both
Information dependency between  relationships CICIDS2018 categorical and
(M) each feature and the  between features and continuous features.
target variable. attack types.
Correlation- Filter Selects features that ~ Helps in removing CICIDS2018 Reduces
Based Feature are highly correlated  redundant features. multicollinearity in
Selection with the class and high-dimensional
(CFS) uncorrelated with continuous data.
each other.
Chi-Square Statistical Filter ~ Measures Effective in NSL- NSL-KDD Suitable for datasets
Test independence KDD’s categorical with labeled
between categorical attributes like categorical variables.
features and class protocol_type, flag.
labels.
Recursive Wrapper Recursively removes  Applied with SVM NSL-KDD Useful for feature
Feature less important or RF to iteratively ranking in medium-
Elimination features using a base  rank and reduce dimensional datasets.
(RFE) estimator. features.
Information Filter Ranks features by Common in NSL-KDD Great for hierarchical
Gain / Entropy how much they Decision Tree-based classifiers like DT or
contribute to models and used to RF.
reducing uncertainty.  select splitting
attributes.
Variance Filter Removes features Quick method to CICIDS2018 Efficient for
Threshold with low variance as  discard trimming down

they provide little
information.

uninformative
features.

features with
minimal variation.
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Table .1 Strategic Feature Selection Techniques for Enhancing Intrusion Detection Performance
in NSL-KDD and CICIDS2018 Datasets

On the other hand, the CICIDS2018 dataset contains over 80 continuous features derived from
real-world traffic flows, making it more complex and suitable for modern threat scenarios like
DDoS, brute-force, and botnet attacks. For this dataset, dimensionality reduction techniques such
as Principal Component Analysis (PCA) and Variance Thresholding are more appropriate, as
they reduce multicollinearity and focus the learning process on the most informative
components. Additionally, Correlation-Based Feature Selection (CFS) is used to filter out
redundant features, while LASSO ensures sparsity and model generalization.

Conclusion:

This validates the importance of combining feature selection with advanced algorithms to
improve the precision and efficiency of IDS. The practical significance of this work lies in its
ability to deliver fast, accurate, and scalable detection capabilities suitable for real-world
deployment in varied network environments. Future work can extend the model to real-time IDS
by incorporating deep learning methods like LSTM and CNN to capture temporal and dynamic
threats. Addressing streaming data, concept drift, and evolving attacks will be crucial for long-
term effectiveness. Additionally, federated and privacy-preserving learning can improve security
and scalability in distributed systems such as 10T and cloud platforms. This research provides a
strong foundation for developing intelligent and adaptive intrusion detection solutions.
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